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122.

Ha ocHoBy 4naHa 8. 3akoHa 0 uHdpopmaLmoHoj 6esbegHocu (,Cryxbenu mackuk PC’, Bpoj 6/16), uriaHa 2. n
uriaHa 4. Ypeabe o 6ruvokem cagpxaly MpasunHuka 0 6e36enHOCT MHAHOPMALIMOHO-KOMYHUKALMOHKX CucTeMa Of
nocebHOr 3Hayaja, HauMHy MpoBEpPE MH(OPMALMOHO-KOMYHUKALMOHMX CvuCTeMa Of MOCEBHOr 3Hauaja U campaly
W3BeLLTaja O MPOBEPU MHAOPMALMOHO-KOMYHUKALWMOHOr cucTeMa of nocebHor 3Havaja (,Cn. Mmachuk PCY, 6p.
94/2016), unaHa 74. CtaryTa onwutuHe lNnaHauwure (,CryxGeHn nuct onwuHe MnaHauLmey, 6poj:16/2008, 17/2012 n
32015 ) n unana 23. Ognyke 0 opraHm3aupjn OnwtHeke ynpase oniwmuHe Mnanguwe («CryxGeHn et onwmHe
Mnanouwrey, 6poj: 27/2016 n 6/2017), HavenHiua OnwmiHeke ynpase onwwmuHe Mnanauwre, gaHa 13.04.2017.
rofVHE JOHOCH

NPABUIMHUK
0 6e36eaHOCTM MHGOPMALIMOHO - KOMYHUKALMOHOr cUcTeMa onwTuHe MnaHauwTe

l.  YBopHe oapenbe
UnaH 1.

OBvM npaBUIHUKOM, Y CKrady ca 3akoHOM O MHAbopMaLmoHoj 6esbeaHocT 1 Ypenbom o brvbkem cagpxajy
MpaBunHnka 0 Ge3benHOCTU MHAOPMALMOHO-KOMYHUKALMOHAX CucTeMa Of MOCEBHOr 3Hadaja, HaumH npoBepe
MH(hOPMALMOHO-KOMYHUKALMOHIX CICTEMA Of, MOCEBHOr 3Havaja 1 caapxaj M3BeLLTaja O NpoBepU MHGOPMALMOHO-
KOMyHUKaLWOHOr cucTeMa of nocebHor 3Havaja (,Cn. Machmk PCY, 6p. 94/2016), yTephyjy ce mepe 3aLmure,
MPUHLMMK, HAaYYH U Mpouedype MocTU3akba M OfpKaBakba afekBaTHOr HMBoa GesbegHocTw cuctema, Kao W
oBrawhetsa 1 0roBOpHOCTY Y Bean ca besbeaHoluhy 1 pecypema VKT cuctema OnwwmuHe MnaHauwTe (y Jarbem
Texcty: UKT cuctem).

UnaH 2.

Mepe nponmcaHe 0BUM MPaBUIHKOM Ce OBHOCE Ha CBE OpraHu3aLyoHe jeanHmle OnLUTUHCKe yrpaBe OMLUTUHE
[MnaHouLLTe, Ha CBe 3arocrieHe - KOpUCHWMKE WHADOPMaTWuIKAX pecypca, Kao M Ha Tpeha fvua Koja kopucre
MHhopMaTHUKe pecypee onLuTuHe MNnaxauue.

HenowroBate ogpead OBOr MpaBANHWAKA MOBMAYM AVCLMMIMHCKY OLFOBOPHOCT  3aMOCIEHOr-KOpUCHUKa
MHCPOPMATUYKUX PECYPCa ONLLITWHE MnaHauLLTe.

3a npahetbe NprMeHe 0BOr NpaBinHWKa 06aBE3Yyje Ce 3anocreHn Ha pagHoM MecTy MHgbopmamuyap.

Unan 3.
[ojenyHM TEPMUHW Y CMUCITY OBOT NPaBWHUKa UMajy crnenehe 3Hauerse:

1) uHghopmayuoHo-KomyHuKayuoHu cucmem (VKT cuctem) je TEXHOMOLLKO-OpraHu3aLyoHa LennHa Koja
obyxeara:

1. eMNeKTPOHCKE KOMYHVKALWIOHE MPEXKe Yy CMIACTTY 3aKOHa Koju Ypefyje eNeKTPOHCKe KoMyHUKaLWje;

2. ypehaje v rpyne mMeRycobHo noBesaHnx ypehaja, Takeux fa ce y OkBupy ypeRaja, OoHOCHO y okeupy Gapem
jenHor u3 rpyne ypefaja, BpLLW ayToMarTcka 0bpaaa nofataka kopuLLhersem padyHapckor nporpama;

3. mopatke Koju ce noxparbyjy, 0bpahyjy, npeTpakyjy nm npeHoce nomohy cpeacTasa ua nograd. (1) u (2) ose
TauKe, ay CBpXy HMXOBOr pafia, yroTpebe, 3aLLTUTe Uk OapXaBatba;

4. opraHM3aLvMoHy CTPYKTYpY nyTeM Koje ce ynpasrba WKT cuctemom;
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2) uHghopmavuoHa 6e36edHocm npencTaBrba Ckyn Mepa Koje oMoryhasaly Aa nogaly KojMa ce pyKyje nytem
VKT cuctema Gyay 3awruhenn of HeosralheHor npucTyna, Kao 1 Aa ce 3allTUTV MHTErPUTET, PacnoroXV1BOCT,
AYTEHTUYHOCT W HEMOPELMBOCT TUX NogdaTaka, Aa 6u Taj cucTem (PyHKUMOHMCAO Kako je npemsuheHo, kaga je
NpeasuheHo W Moz KOHTPOIIOM OBMALLREeHUX Nnug;

3) majHocm je CBOJCTBO Koje 3Hauu Aa nofarak Huje A0CTynaH HeoBMaLLheHuM nuuyma;
4) uHme2pumem 3+aun 04yBaHOCT 3BOPHOT CaAPXaja 1 KOMMNETHOCTU NOAaTKa;

5) pacnonoxusocm je CBOJCTBO Koje 3Ha4v Aa je nofarak 4OoCTynaH v ynoTpebrbie Ha 3axTes onalLhermx nuua
OHZa kaa UM je notpebak;

6) aymeHmuyHOCM je CBOJCTBO Koje 3Haum Aa je Moryhe NpoBEPUTW W NOTBPAMTY [a je noaaTak CTBOpUO Ui
rMoCNao OHaj 3a Kora je [eKTapucaHo fa je Ty paakby U3BPLLIO;

7) Henopeyusocm NpencraBba CrocoBHOCT oKasvnBara Aa ce foroaura oapefeHa pagrsa uv a je HacTymmo
ogpeherm forahaj, Tako Aa ra HakHaaHo Huje Moryhe nopehum;

8) pusuk 3Ha4m MOryhHOCT HapyluaBatba WMHAOpMaLnoHe Ge3benHOCTH, OOHOCHO MOTYRHOCT HapyluaBaka
TaJHOCT, MHTEIPUTETA, PACTONOKMBOCTYA, YTEHTUMHOCTY MW HEMOPELMBOCTY NoAaTaka i HapyLUaBak-a CMPaBHOT
(yHKumoHmcarsa UKT cuctema;

9) ynpasrbarbe pu3uKoM je CACTEMATUYaH CKyn Mepa Koy YKIbyuyje MnaHnparse, OpraHu3oBarse 1 yeMepaBar-e
aKTUBHOCTM Kako 61 ce 06e30eanno 4a pusmLy OCTaHy Y MPOMMCaHWM U MPUXBATTBYBUM OKBUPVME;

10) uHyudeHm je yHyTpallka WM CNOSbHA OKOMHOCT WM Aorafjaj KoM Ce Yrpoxaea WM Hapyluasa
NHdhopMalLmoHa 6e36eaHoCT;

11) mepe 3awmume MKT cucmema cy TexHUIKe W OpraHU3aLMOHE Mepe 3a yrpaerbare Ge3beaHOCHUM
pusnuymMa VKT cuctema;

12) majHu nodamak je nogatak Koy je, y Cknmafdy ca MponMciMa O TajHOCTW mopartaka, oapehieH 1 o3HadeH
ozpefeH M CTeneHoM TajHOCTY;

13) UKT cucmem 3a pad ca majHum nodayuma je VIKT cuctem Koju je y ckriay ca 3akoHoM oapeheH 3a pag ca
TajHUM nodauyma;

14) komnpomumyjyhe enekmpomacHemHo 3payer-e (KEM3) npencraerba HeHamepHe enekTpomarHeTHe
emyvcvie NpurvkoM npeHoca, obpage urv YyBatba rnogaraka, YujM NprieMOM W aHanm13oM Ce MOXeE OTKPTU CaapXaj
TUX MOZaTaKa;

15) Kpunmobe3bedHocm je KOMMOHEHTa MH(opmaLyoHe 6e30enHOCTM Koja OByxBaTa KPUMTO3ALLTUTY,
yNpaBIbatbe KpurroMatepujarnima 1 passoj METoAa KpUNTO3aLLTUTE;

16) Kpunmo3awmuma je npyMeHa METoAa, Mepa 1 MocTynaka paay TpaHchopMmMcakba nofataka y 06K Koy 1x
3a ogpeheHo Bpeme U TPajHO YMHW HEAOCTYMHM HEOBMALLREHAM IMLMA;

17) kpunmozpaghbcku npou3seod je codreep uv ypehaj NyTem Kora Ce BpLLM KpUNTO3aLLTuTa;

18) kpunmomamepujaniu cy KpunTorpadpck NPOU3BOAY, ModaLy, TEXHUYKA JOKYMEHTaLMja KpunTorpachckinx
Mpou3BOa, Kao v ofroBapajyhu Kpuntorpadhcku Kibyuesy;
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19) 6e36e0HOCHa 30Ha je NPOCTOP W MPOCTOPWa Y KOjoj Ce, Y CKnady ca Mpon1cvMa O TajHOCTM NodaTaka,
obpahyjy 1 YyBajy TajHW nogauy;

20) uHgbopmayuoHa dobpa oOyxearajy nogatke y fdaTorekama M 0asama noparaka, Mporpamcky Kof,
KOHGMrypaLmjy XapaBEPCKIX KOMMOHEHATA, TEXHWUKY 11 KOPUCHUYKY JOKYMEHTALMY, YHYTpaLLHE OnLLTe NPaBUIHIAKE,
MPOLEAYPE W CIMYHO;

21) VPN (Virtual Private Network)-je ,ipuBatHa‘ KOMyHVKaLMOHa Mpexa koja omoryhaea KOpuCHMLWMA Ha
Pa3fBOjeH M fokaLyjaMa fa Npeko jaBHe MpeXxe jedHOCTABHO OfpaBajy 3aLLTuneHy KOMYHUKaLMY;

22) MAC adpeca (Media Access Control Address) je jeanHcTaeH Opoj, kojum ce BpLLm vaeHTUdmKkaLmia ypehaja
Ha MpexXu;

23) Backup je pesepBHa Korvja nogaraka;

24) Download je TpaHcthep noaataka ca LieHTparTHor padyHapa wiv web npeseHTaLmje Ha fokanHy padyHap;
25) UPS (Uninterruptible power supply) je ypenaj 3a HenpekmaHo Hanajakbe eNeKTPUIHOM EHEpTVjoM;

26) Freeware je becnnataH cogTeep;

27) Opensource cohTBEp OTBOPEHOT KOAA;

28) Firewall je ,3aLUTUTHI 31A° OOHOCHOCUCTEM MPEKO Kora Ce BPLUW Ha30p ¥ KOHTPOILLIE MPOTOK MHAbopMaLvja
W3MeNy rokarHe Mpexe U UHTEpHETa Y Linrby OHeMOryhaBatba 3MOHaMEPHIX aKTUBHOCTY,

29) USB wu ¢hriews memopuja je CnorbLLUksV MeavyM 3a CKaauLLITEH-e NofaTaka;
30) CD-ROM (Compact disk - read only memory) Ce KOp1CTU Ka0 MeLWyM 3a CHUMakse NoJaTaka;

31) DVDD je ONTUYKM MCK BICOKOT KanaLuTeTa Koj Ce KOpUCTY Kao MeavjyM 3a CKNnaguLLTeHe NoaaTtaka;

Il.  Mepe 3awTture
UnaH 4.
Mepama sawmre VKT ciuctema ce 0be30efyje npeBeHUMja 0f HacTaHka MHLMAEHATa, OQHOCHO NpeseHumja 1
MUHMU3ALMA LLITETE O MHUMAEHATa KO YTpOxaBaly BpLUEHE HAANEXHOCTU U 0BaBIbakbe AENaTHOCTH, a NocebHo y

OKBUPY Mpyxakba ycryra Apymim JnuymMa.

1. OpaaHusayuoHa cmpykmypa, ca ymepheHuM nocioguma u 002080PHOCMUMA 3aN0C/IEHUX, KojoM ce
ocmeapyje ynpasrbak-e UHghopMaLuoHom 6e3bedHowhy y oksupy onwmure MnaHouwme

UnaH 5.

Caaku 3anocneHn-kopucHuk pecypca VKT cuctema je oarosopaH 3a 6e3beaHoct pecypca KT cuctema koje
KopucTv paay obaerbarsa Mocriosa W3 CBOje HaANIEXHOCTH.

3a KoHTpOny 1 Haa3op Han 0baBMbaH-EM NOCIIOBA 3aMOCIEHNX-KOPUCHIMKA, Y Lrby 3aluTe 1 BesdeaHocTn VKT
cucTeMa, Kao 1 3a obarbarbe nocriosa u3 obnacti 6esbeaHoct LenokynHor WKT cuctema onwwmuHe MnaHouiTe
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HagnexaH/Ha je 3anocrienn Ha pagHoM mecty VHdopmatiyap, y ckragy ca [paBuiHAKOM O OpraHusaumin 1
cuctematmsaupin pagHux Mecta 'y OnwmuHekoj ynpasi onwtuHe [MnaHguwme («CrykGeHn nmcT  onwTuHe
MnaHauwrey, 6poj: 52017).

YnaH 6.
Mog nocrosumMa 13 obractv 6e3benHocTv yTephyjy ce:

e OCNOBM 3alWTUTE MHPOPMaUMOHNX fobapa, OAHOCHO CpeacTaBa WMMOBMHE 3a HaA3op Hag
NOCNOBHMM NPOLIECMMa 0f 3HaYaja 3a MHopMaLmoHy 6e3beaHoCT;

e OCNOBM ynpaBibawe puanuuma y obnactm uHgopmaumoHe 6e3begHOCTM, Kao M MOCHOBY
npeasuheHn npoueaypama y obnactu uHgopmaumorHe 6e3begHocTy;

e nocrnoBu OHemoryhaBawa, OAHOCHO CrpeyaBatba HeoBnawheHe WnM HeHamepHe W3MeEHe,
owTtehewa wmm 3noynoTpebe cpeactasBa, OAHOCHO MHopmaunoHux fobapa WKT cuctema
Mpapa/OnwTuHe/lpagcke ONWTKUHE, Kao W NPUCTYN, M3MEHe unu kopuwherwe cpeactaea 6e3
osnawheta n 6e3 eBngeHLMje O TOME;

*  npahetbe aKTMBHOCTI, PEBI3M|E 1 HAA30PA Y OKBUPY YrpaBrbatba MHGopMaLoHom GesbeaHoLuhy;

+  obaBeLUTaBakb-€ HAANEXHIX opraHa o MHUMaeHTUMa y UIKT cuctemy, y ckragy ca nponucyma.

Y cryyajy MHUMAEHTa 3anocrieHn Ha pagHoM MecTy WHdbopmaTuiap obaselLuTasa HavemnHvka OnLLTUHCKe yrpaBe,
Koj y Cknagy ca mponucuma obaBellTaBa HaffiexHe OpraHe y Lby pellaBara Hactanor Ge3besoHocHor
WHUMOEHTA.

2. besbedHocm pada Ha OarbuHy u ynompeba MobwIHuxX ypeljaja

UnaH 7.

Pan Ha parbuHy 1 ynotpeba mobunHux ypehaja y VKT cuctemy Huje omoryhen.

3. Obesbehusare 0a nuua koja kopucme UKT cucmem 0OHOCHO ynpaerbajy MKT cucmemom 6ydy
ocnocobrbeHa 3a nocao Koju pade u pasyMejy ceojy 002080pHOCM

UnaH 8.

VKT cucremom yripaerbajy 3anocren y ckragy ca Baehom crcTemaTtsaLmjoM pagHux MecTa.

3anocrnen Ha pagHoM Mecty WHcbopmaTviap je OyxaH Aa ceakor HososarnocneHor-kopucHika VKT pecypea
yrosHa ca OAroBOpHOCTUMA W npaBunuMa kopuiwhersa VKT pecypca OnwmvHe MnaHouwwiTe, ga ra ynosHa ca
npaeunma kopuwwhersa pecypca VKT cuctema, kao 1 Aa Boay eBUaEHLM)y O 13jaBaMa HOBO3AMOCTEHNX — KOPUCHWKA
[a Cy ynosHaT ca npasurinMa kopuwwhersa VKT pecypca.

Ceako kopuwhetse VKT pecypca onwwmue lNnaHguwiTe of CTpaHe 3anocrieHor-KopyCcHUKa, BaH AOAErbeHnX

oBnaLhese, Noanexe AUCLMNIMHCKO] OArOBOPHOCTY 3ar0CIEHOr KOjoM Ce AehmHMLLE OLrOBOPHOCT 3a HEOBMALLNEHO
KopuLLReHse IMOBYIHE.
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4. 3awmuma od pusuka Koju Hacmajy npu npomeHaMa nocsi0ea WU hpecmaHka padHo2 aH2aKo8aH-a
Juya 3anocneHux kod onepamopa MKT cucmema

UnaH 9.

Y cryyajly NpoMeHe MocrioBa, OOHOCHO HANEXHOCTU KOPUCHIKA-3AMOCIIEHON, 3aroCrien Ha pajHoM MeCTy
VHdopmartuyap he 13BpLUAT NPOMEHY MpUBMIIENja Koje je KOPUCHMK-3arnoCTeHn UMao y CKnagly ca OnvcoM pPagHuX
3a3/araKa, a Ha OCHOBY 3aXTeBa NPETTNOCTaBIbEHON PYKOBOAKOLIA.

Y cryqajy npecTaHka PaaHor aHraxoBakHa KOPUCHYKa-3arNOCTIEHOT, KOPVCHIKIA Haror ce ykuaa.

O npecTaHKy pagHor OAHOCA WM PAIHOT aHraXOBakba, Kao 1 MPOMEHM PaHOr MeCTa, 3arocrieH 3ayxeH 3a
YTIPABIbaH-E THYACKMM PEcypciMa y capajiibi ca HeMocpeaHM pykoBOMOLIEM, je AyxaH/a [a 06aBecTy 3anocrneHor
Ha pagHoM MecTy MHdbopmaTuyap, pamy ykudarsa, OOHOCHO WM3MEHy MPUCTYMHUX MpUBIANETvja TOr 3amoCreHor-
KOPVICHIKA.

Kopuchmk VKT pecypca, HakoH npecTaHka pagHor aHraxoBakrsa y Yrpasu, He CMe [1a OTKpKBa nogartke Koy ¢y of
3Hauaja 3a nHdhopmMaLmoHy 6esdeaHoct VKT cuctema.

5. Uderimuchuroearbe uHghopmayuoHux dobapa u odpefusar-e 002080pPHOCMU 3a HoUX08Y 3aWimumy
UnaH 10.

WHcpopmaLmora aobpa OniwmiHe MnaHauwTe cy CBU pecypey Ko Caape nocrioBHe UHgopmauyje OnwtiHe
MnaHauLLTe, OBHOCHO, MyTEM KOjUX Ce BpLLK 13pada, 0bpasa, YyBarbe, MPEHOC, Bprcakbe 1 YHULLTaBakH-e nogaraka y
VKT cuctemy, ykrbyuyjyhn CBe enekTpoHcke 3anuce, padyHapcky onpemy, 6ase nogataka, nocroBHe annvkaumje,
KOHCMrypaLmjy XapaBepCKiX KOMMOHEHaTa, TEXHYKY W KOPUCHIYKY AOKYMEHTaLW]y, YHyTpaLLH-e NpaBiHUKe Koju ce
oaHoce Ha VKT cuctemu cn.)

EBngeHumjy 0 nHcbopMaLyoHm Jobpuma Boau 3anoCciieHn Ha pagHoOM MecTy MHdopMatriap y nanvpHoj M
€MEKTPOHCKO] ChOpMM.

Mpeamer saLLrure cy:
*  XapaBepcke u codoreepcke komnoHeHTe VKT cuctema

*  nogauy koju ce obpahyjy nrm YyBajy Ha komnoHeHTama VKT cuctema
* KOPVCHWYKV HAMo3v 1 Apym NodaLm o KopucHMLMMA nHepopmaTuikix pecypea VKT cuctema

6. Knacuchuroear-e nodamaka mako 0a HUEO Huxoee 3awmume odzoeapa 3Hayajy nodamaka y cknady
Cca HayeJ1oM ynpaesbatba PU3UKOM U3 3akoHa 0 UHGhopMalLOHOj 6e36edHocmUu

YnaH 11.

Momauy kom ce Hanase y VKT cucteMy npeactasrbajy TajHy, ako Cy Tako AedmHucaH ogpeadama nocebHum
npormeymMa '

13akoH 0 cnoboagHom npucTyny nHdopMauwmjama og jasHor 3Havaja (,Cn. MnacHuk PC* 6p.120/04, 54/07,
104/09 | 36/10), 3akoH 0 3awTnTK nogataka o nuyHoctn (,Cn. Mnachuk PC*, 6p.97/08,104/09-1P. 3akoH
68/12,-O0J1YKA YC W 107/2012), 3akoH o TajHocTw nogataka (,Cn. Mmachuk PCY 104/2009), kao u



Cmp -398- CAY>KBEHH AHCT OIIIITHHE ITAAH/TUIIITE Bpoj: 14 19.04.2017.

ModaLwm Koju ce 03Haue kao TajHu, mopajy buTy 3awmuhenn y cknagy ca ogpendama Ypeabe o nocebHum Mepama
3aLLTUTE TajHUX nogaTaka Y MHEOPMaLMOHO-TENEKOMyHUKaLyoHuM cuctemma (,Cn. Mmnachuk PCY, Bp. 53/2011).

[letarban onme MHdopmaLwja, Hocauvma MHhopMaLvia v IOCTYMHOCTY nofaTaka Haraav ce Y ViHchopmatopy o
pany oniumvHe MnaxauuTe.

7. 3awmuma Hocaya noGamaka

YnaH 12.

3anocrnenu pacriopeheH Ha pagHom mecty VHdopmatiiap yenocTasu he opraHusaumy npuctyna v paga ca
rnogaumma, nocebHo oHuMa Koju Oydy O3HaYeHM CTEMEHOM CryDOEHOCTW UMM TajHOCTM Y CKrady ca  3aKOHOM O
TajHOCTV NoJaTaka, Tako Aa:

*  rogaum U JOKyMeHTW (MoceBHO OHM Ca O3HAaKOM TajHOCTW) MOry [a Ce CHUME (apxvieupaly, 3armLly) Ha
cepeepy Ha KoMe ce CHUMajy nodauy, y dhoraepy Hag Koym he npaso MpucTyna UMat camo 3anocreHm-
KOPUCHMLM KojuMa je TO NpaBo 06e36efeH0 OLTyKOM Ha4enHIKa;

*  1ogaLm 1 AOKyMEHTY (MOCeBHO OHM Ca 03HAKOM TAJHOCTM) MOTY [ia Ce CHUME Ha Apyre Hocaye (EKCTEPHM Xaps,
puck, USB, CD, DVD) camo o cTpaHe oBralLheHux 3anoCieHmnx — KOpCHUKa (Hasve pagHor MecTa Ha Kome
ce obasrbajy nocriou 6e36e0HOCTM M Ap. HauYenHWK, agMUHUACTPATOpP, PYKOBOAWNAL, OpraHM3aLyoHe

jeovHmMue).

EBugeHuMy HocaYa Ha Kouma Cy CHUMIBEHM Mogaly, Bogw 3anocrnieH pacropefeH Ha pagHOM MecTy
ViHcpopmaTvyap 1 T meaviu Mopajy G1Th NPOMMCHO OBENEXEHN 1 OLTOXEHU Ha MECTO Ha kome he BuTK saLmheHn
0f, HeoBnaLuheHor npucTyna.

Y cnyyajy TpaHcnopta mMeavja ca nogauyma, HauvenHuk Ynpaee he ogpeaut oaroBopHy 0Co0y WM HaumH
TpaHcnopTa.

Y cnyvajy ucTeka pokoBa uyBatba fofataka Ko Ce Harase Ha Megvjuma, nogaum mopajy Outi HenospaTHO
obpucaHm, a ako To Huje Moryhe, Takey Meajit Mopajy BT Gnauukv oLTEREH, QOHOCHO YHLLITEHM.

8. OzpaHuyerse npucmyna nodayuma u cpedcmeuma 3a 06pady nodamaka
Unan 13.

Mpuctyn pecypema VKT cuctema onpeleH je BpCTOM Harora, OOHOCHO [OAESbEHOM YIIOroM Kojy 3anocreHm-
KOPUCHIK M.

3anocriens Ko MMa aOMUHMCTPATOPCKA Haror, WMa mpasa npuctyna ceuM pecypeuma VKT cuctema
(cothTBEpCKM M XapABEPCKAM, MPEXW 1 MPEXHM PECYPCUMA) Y Wby WHCTanaLmje, OapxaBarba, NofeLlaBatba U
ynpasrbara pecypeuma VKT cucrema.

3arocreHy - KOpYCHIK MOXeE Jia KOUCTM CaMO CBOj KOPUCHUYKV HAror KOju je A0GMO Off aIMUHICTpaTopa 1 He cve
[a OMOryhv OpyroM Iy KOpuLNeHe H-EroBOr KOPUCHUYKOT Hariora, CEM aMVHICTPAaTopy 3a MNodellaBare
KOP1CHUYKOT MPOCHUNa 1 pajHe CTaHMLE.

Ypenba 0 HaumMHy M NOCTYNKy O3HAYaBara TajHOCTU nogaTaka, OAHOCHO AokymeHaTta (,Cn. MmacHuk PCY,
6p. 8/2011)
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3anocrneHn-KopuCHUK Koju Ha 1o Koju HaumH 3noynoTpebu npasa, ogHocHo pecypce VKT cuctema, noanexe
KOVMBIYHO] W OVCLIMMIIMHCKO] QOTOBOPHOCTHA.

3anocrneHr-KopucHUK AyxaH je aa nowyje u creaeha npasina 6e3denHor 1 npumepeHor kopuilhersa pecypca
WKT cuctema, 1 10 ga:

1) KOpUCTM MHCPOPMATIHIKE PECYPCE UCKIBYUMBO Y MOCITOBHE CBPXE;

2) npuxsatu da Cy CBM Mnodauy KO Ce CKMaguLlTe, MpeHoce Uik npouecypaly Y OKBMpY MHAOPMATUYKUX
pecypca BNaCHWLLITBO OnLUTHE MnaHauLLTe 1 fa mory Butv npeaMeT Haarmenara 1 npermeama;

3) noctyna ca noBepbMBUM MogalyMa y cKrady ca MponuciMa, a nocebHO MPUNKOM Korvpaksa 1 npeHoca
rnogaraka;

4) 6e3beaHo YyBa CBOjE O3MHKE, OHOCHO Aa WX He ofaje ApYvM NULMa;

5) MeHba T03VHKE CarnacHo YTBphEeHUM NpaBuima;

6) npe cBaKor yoarbasara Of PaHE CTaHuLE, OmjaBi Ce Ca CCTEMA, OHOCHO 3aKrbyya paaHy CTaHuLy

7) 3axTeB 3a MHCTanauujy codrBepa WnM XxapaBepa MogHOCK Yy MncaHoj dopmin, ogobpeH of CTpaHe

HernocpeaHor pykosoayoLa;

8) 0be3bemv curypHOCT nogaraka y ckragy ca Baxehim nponuenma;

9) npucTyna MHPOPMATUHKUM PECYPCUMA CaMO Ha OCHOBY EKCTMLIMTHO AOAETbEHIX KOPUCHUYKUX NpaBa;

10) He cMe fa 3aycTasrba pag Wk GpiiLlie aHTUBMPYCHI MPOrpamM, Mekba Herose MopeLLeHe onumie, HUTK Ja
HeOBaLLNeHo MHCTarMpa APy aHTUBMPYCHI NPOrpam;

11) Ha pajHoj CTaHMLIM He CMe [ja CKIaauLLITV CaapXaj KO HE CMyKW Y MOCITOBHE CBPXE;

12) n3pahyje 3aLwmTHe Konmje (backup) noaaTtaka y ckragy ca nponucaHM npoLeaypava;

13) KOPUCTU WHTEPHET W ENEeKTPOHCKY nowTy Yy Ynpasu onwtuHe [naHouwTe y cknagy ca nponvcaHnM
npouenypama;

14) npuxBatn fga ce oapeheHe BPCTE MHPOPMATUYKIX MHTEPBEHLWMA (M3pada 3alTUTHIX KOmuja, axkypuparse
Mporpama, NOKPETak-e aHTUBMPYCHO Nporpama v ¢n.) obaerbajy y yTBphEeHo BpeMe;

15) npuxBaTn 4a CBU NPUCTYNM MHAPOPMATUYKAM pecypcMa 1 uHeopMaLyjama Tpeba da Gyady 3acHoBaHW Ha
MPUHLMNY MUHMATHE HEONXOOHOCTH;

16) NpuXBaTh 4a TEXHWKE CUNYPHOCTM (aHTW BUPYC Nporpamy, firewall, cuctemn 3a aetexupy ynaga, cpeacTea 3a
Lnchprparbe, CPEACTBA 3a NPOBEPY MHTErpUTETA W AP.) CipeyaBajy noteHLmjanHe npetkse UKT cuctemy.

17) He cMe fa MHCTanmMpa, MoaudmKyje, UCKIbyYyje U3 pada uivi BpuLLe 3aLLTUTHW, CUCTEMCKU MW aniKaTUBHM
codoteep.

9. Odobpasar-e osnawheHo2 npucmyna u cnpeyasare Heosnawhexoe npucmyna UKT cucmemy u
yenyeama koje UKT cucmem npyxa
UnaH 14.
[paBo NpucTyna umajy camo 3anocrneHKOpPUCHULIN KOjU MMajy aaMUHACTPATOPCKE U KOPUCHIYKE Harlore.

AOMVHCTPATOPCKM HAOr j€ JeAUHCTBEHM HAror KojuM je oMoryheH npucTyn 1 agMuHUcTpaLmja ceux pecypea VKT
CUCTEMA, Ka0 M OTBapaHs-e HOBYX 1 13MeHa NocTojehmx Harora.

AIMUHUCTPATOPCKW HAror MOXeE [ja KOpUCTW Camo 3arnocrieHn Ha nocrosiMa VHdgopmatiyapa.
KOp1CHUYKM Haror Ce CacToju O KOPMCHUYKOT MEeHa U JT03WHKE, KO Ce MOTy YKyLiaBaTh 1 Ha OCHOBY KOMX Ce

BPLLM ayTeHTU(MKaLMja — MpoBepa WAEHTUTETA M ayTopu3aLpja — MpoBepa Mpasa MpUCTyna, OOHOCHO Mpasa
kopuLherba pecypca VKT cuctema of cTpaHe 3anocrieHor-KopucHIKa.
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KopvcHI4KM Haror Aoperbyje agMUHUCTPaTop, Ha OCHOBY 3axTeBa 3aroCiIEHOr 3adyXeHor 3a yrpaBrbate
TbY/CKAM PECYPCIMa Y Capajibi Ca HerocpeaHAM PyKOBOMOLIEM, a Y CKragy ca roTpeGama 0GaBrbarba NOCToBHIX
3a7aTaKa of CTpaHe 3aroCeHOr-KOpVCHIK.

AOMWHUCTPATOP BOOW EBWAEHLMY O KOPUCHWYKUM HanosvmMa, MmpoBepaBa HMXOBO Kopulherse, Mersa Mnpasa
MpucTyna W YKAda KOPUCHUYKE Harore Ha OCHOBY 3axTeBa 3arioCneHOr Ha MOCroBMMA YrpaBrbaksa FbyACKUM
PECYPCMa, OOHOCHO HAZMEXHOr PyKOBOAMOLLA.

10. Ymephuear-e 00208 0pHOCMU KOPUCHUKA 3a 3aWmumy concmeeHux cpedcmaea 3a aymeHmuKayujy

UnaH 15.

KopmCHIYKI Haror Ce CacToju Oz KOPUCHYKOT MeHa 1 JTO3VHKE.

KopucHiuKo Me ce Kpevipa Mo MaTpuLy Uve.npesinme, NatuHMHAM memom 6e3 ynotpebe criosa 1 k,rb, t, b, Y,
1), L. YMECTO OBVIX CIIOBa KOPUCTHTE Ce CrioBa 13 Tabere.
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NosvHka Mopa Aa Caapu MUHMMYM OCaM kapakTepa KOMOMHOBAHWX Of Manix 1 BEfMKUX CrioBa, Ldapa u
crieLMjarniHiX 3HaKoBa.

INoanHka He cve a cappu uMe, npeaume, aatym pofersa, 6poj TenedhoHa 1 Apyre NpernosHaTIbLMBeE nogarke.
AKO 3an0CreHV-KOPVCHUK NOCYMHbA [ j& APYro JILIE OTKPIUIO HEroBY FO3VHKY Ay>aH je Aa UCTY OaMax M3MEHN.

3anocrneHn-KOpUCHUK AyXKaH je [a Mersa JO3VHKY HajMarbe jenHoM y 6 Meceum. Victa nosnHka ce He cve
MOHaBMbATH Y BPEMEHCKOM NEproay Of FoavHY AaHa.

HeoBnalLheHo ycTynarbe KOpUCHIKOT Hariora ApyroM JuLy, MOANEXe AMCLMNIMHCKO] OArOBOPHOCTU.

11. [lpedeuhae o0dz08apajyhe ynompebe kpunmozawmume padu 3awmume majHocmu,
aymeHmu4yHocmu 0GHOCHO UHMe2pumema nodamaka

UYnaH 16.
Mpuctyn pecypema VKT ciuctema onwumuHe MnanauiuTe He 3axTeBa NocebHy KpUMTosaLUTuTy.

3anocreHn-KOpUCHULIM KOPICTE KBArMCPMKOBAHE ENEKTPOHCKE CEPTUAIMKATE CaMO 3a ENEKTPOHCKO MOTMUCUBaH:E
LOKyMeHaTa Kao 1 ayTeHTUcMKaLmjy 1 ayTopusaLyjy MpucTyna nojeayHiM ansmkapjama.
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3anocrnenu Ha nocriosuma UKT cy 3aaykeHn 3a MHCTanaumjy notpebHor codhteepa 1 xapasepa 3a kopuwherse
cepTudmkara.

3anocrneHn-KopyCHULM Cy AyXHI Aa YyBajy CBOje KBarM(h1KoBaHe ENEXTPOHCKe cepTudmkare kako He b1 Jowinm y
roceg Apymx nuua.

12. duzuyka 3awmuma objexkama, npocmopa, npocmopuja 0GHOCHO 30Ha Y Kojuma ce Hanase cpedcmea u
dokymeHmu UKT cucmema u obpaljyjy nodayu y MKT cucmemy

UnaH 17.
MpocTop y KoMe Ce Harase cepeepu, MpexHa U KoMyHukaLyoHa onpema VKT cuctema, opraHusyje ca kao
aOMVHICTPATUBHA 30HA. AMUHUCTPaTVBHA 30Ha Ce YCrocTaBmba 3a dmsndkv npuctyn pecypenva VKT cictema y

KOHTPO1CaHOM, BULTBIBO O3HA4EHOM MPOCTOpY, KOju je 06e3befeH MexaHu4Kkom bpasom.

Mpocrop mopa aa byae 06esbeheH of komnpomuTyjyher enextTpomarHeTHor 3padetsa (KEMS3), noxapa u gpymx
eremMeHTapH1X Henoroga, 1y kemy Tpeba aa byae ogroBapajyha remneparypa (knmaTi3osaH npocTop).

EBurzeHLmjy 0 yrnacky y 0By 30Hy BOW 3aroCreHm pacropeheH Ha pagHom mMecTy ViHdopmatiyap.
13. 3awmuma o0 eybumka, owmehetba, kpahle wiu Opyeo2 obnuka yepoxasawa 6e3bedHocmu
cpedcmaea koja YuHe UKT cucmem
UnaH 18.

Ynas y npoctopujy Yy Kojoj ce Harasu UKT onpema, [o3BOrbeH je camo aamuuuctpatopy UKT cucrema u
3anocrieHnma Ha nocriosuma MKT.

OcvM  aOMUHICTpaTOpa CACTEMa, MPUCTYN aOMUHICTPATUBHO] 30HM MOTY WMati 1 Tpeha mvua Yy Ljrby
WHcTanaLje v ceparcuparsa onpeherix pecypea VKT cicTema, a no npeTxoaHom onobpersy HadenHvka Ynpase, v
Y3 MPICYCTBO HayIEXHOT LA 3ar0CTeHOr Ha paHoM MecTy VHdopMaTiuap.

[MpuCTyn aaMMHACTPATUBHO] 30HA MOXE UMATU 1 3aroCreHn Ha NoCroB/Ma OOpxaBatba XUMjeHe Y3 npucycTBo
HaIEXHOT ML 3anocrieHor Ha pagHoM MecTy VHdopmaTtuyap.

Mpocropuja Mopa BUTH BUABIMBO OBENEXEHA 1 Y H0j Ce MOpa HanaauTy NPOTUBNOXKAPHA OMPeMa, Koja ce Moxe
KOPUCTUTM CaMO Y CTyyajy noxapa Y MpocTopuju y Kojoj ce Hanasu VKT onpema v meauju ca nogaumma.

[Mpo30pw 1 BpaTa Ha 0BOj MPOCTOPHjI MOpajy YBEK BTN 3aTBOPEHM.

CepBepu 1 akTBHa MpexHa onpema (switch, modem, router, firewall), Mopajy cTanHo 6ut NpuKIbYyYeHn Ha ypehaje
3a HerpexaHo Hanajarbe — UPS.

Y cnyJajy HecTaHKa erekTpidHe eHepruje, y nepuoay ayxem of kanauvreta UPS-a, oBraluheHo Svue je ayxHo a
WCKIby4M OnpeMy Y CKnagy ca npoLiedypama npoussofjada onpeme.

VKT onpema 13 npocTopuje ce y Cryuajy onacHoCTW (Moxap, BPEMEHCKE HEMorode W Cin.) Moxe WU3HeTU 1 6es
0nobpetba HauemnHuka.
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Y cryyajy M3HOLLEHa onpeMe paau cenvabe, Ui cepaucHpatba, HEOMXOLHO je onobperse HauvenHuka Koy he
QOPEOVTY YCITOBE, HAYMH 11 MECTO WU3HOLLIEH-A ONPEME.

Ako ce onpema M3HOCW pan Cepsucvparba, nopen omobpersa HadenHuka Ynpaee, MOTPEOHO je CaumHUTLA
3anuCHK y KOME Ce HaBoay Ha3vB W TVN orpeMe, cepuick Bpoj, Ha3vB CepBrcepa, ME 1 NpeaiiMe oBraLlheHor fuua
cepaycepa.

YroBopom ca cepercepomM Mopa butn aedmHicaHa 0baBesa 3aluTiTe noaaTtaka Koy ce Hanase Ha MeaujMa Koy
cy neo VKT pecypca onwumuHe [MnaHaue.

14. O6e36ehjusarse ucnpasHo2 u 6e36e0H02 (hyHKYUOHUCaHa cpedcmasa 3a 06pady nodamaka

UnaH 19.

3anocrnenu Ha nocrosMa UKT KOHTUHYMpaHO Hagavpy M npoBepaBajy (hyHKLMOHUCaHe CpeacTasa 3a 0bpagy

rogataka u ynpaerbajy pusuumMa Koy Mory ytuuatn Ha 6esbeaHoct VKT cuctema u, y cknagy ca T, nraHvpayy,

OLHOCHO NMpeanaxy HavenHuKy Ynpase oarosapajyhe Mepe.

Mpe yBohera y pan HOBOr CodpTBEPA HEOMXOOHO j& HanpaBuTW KOnWjy-apxusy NOCTOjeNMX nogaraka, y uirby
npunpeme 3a npoLeaypy Bpaharba Ha NPETX0AHY CTaburHy Bepaujy

WHcTanmpatbe HOBOr codhTBepa Kao W axypupatbe MocTojener, OOHOCHO WHCTarnauuja HoBe Bepauje, Moxe ce
BPLLMTM HA HA4MH KOj HE OMETa OnepaTuBHI Pag 3aroCeHNX-KOPUCHIKA.

Y cnyyajy Aa ce Ha HOBOj Bepauj COGhTBEPA KOjU je YBEAEH Y OnepaTuBHW pad NpUMeTe GUTHWN HeQOoCTaLM Koju
MOTY YTVLATV Ha pag, NoTpelHO je NpMEeHTV NpoLeaypy 3a Bpahatbe Ha NpeTxoaHy cTaburnHy Bepavjy codhTeepa.

15. 3awmuma nodamaka u cpedcmea 3a 06pady nodamaka 00 3/10HaMePHO2 coghmeepa

UnaH 20.

3awmuta of 3roHaMEpHOr CoghTBEpPa Ha MPEXM CrpoBOAM Ce Y Lwby 3aluTuTe Of BUpYCa M Apyre BpcTe
3fI0HAMEPHOT Kofja KO Y pauyHapCky MPEXy MOTy [OCTIETU UHTEPHET KOHEKLIMIOM, UMEJSIOM, 3apaXeHIIM MPEHOCHUM
meamjuma (USB memopwja, CD uTz,), HCTanaumjom HenmLeHLpaHor codreepa u .

3a ycreLwHy 3aLLUTUTY Of B1PYCa Ha CBaKOM padyHapy je MHCTarpaH aHTUBMPYCHI Mporpam.

3abpatbeHo je 3ayCTaBMbakbe U UCKTbyUMBak:E aHTUBMPYCHOT COCHTBEPA TOKOM CKEHMpatba MPEHOCHKX Meauja.

[MpeHocvBn Meavu, Npe KopuLLhersa, Mopajy 61T MpOBEPEH Ha NPMCYCTBO BUpyCa. AKO Ce YTBPAM fa MPEHOCVBM
MeLV] CaOpxv BUPYCe, YKOMUKO je TO Moryhe, BpLLK Ce YnLherse Meayja aHTUBMPYCHUM COGOTBEPOM.

Pu3yik o eBeHTyarnHor ryuTka nogaraka npunvkoM Ymhersa Meauja of Bipyca CHOCH AoHOCIaL, Meayja.

Y unrby 3awmure, ogHocHo yriada y WKT cucrem onwmHe lNnaHaviuTe ca WHTepHeTa, 3aroCcneHn Ha patHoM
MecTy VHcbopmaTviap je AyaH [a oapasa CCTEM 3a CripevdaBatbe ynaaa.

PykoBOAMOLWM OpraH13aLMoHMX jeavHuua oapellyjy Koy 3anocreHnm umajy mpaBo MpUCTyna MHTEPHETY paou
MpYKyrrbaksa nofataka 1 ocTanvx MHgopmMaLmja BesaHux 3a 0baBrbakbe MocroBa Y HeVXOBO] HAAIEXHOCTM.
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Kopuchuumma koju ¢y npukrbyvern Ha VKT cuctem je 3abparbeHo CamMOCTariHO MpUKbyYMBake Ha MHTEPHET
(MPVKIbyumBaK-E MPEKO COMCTBEHOM MOAEMA), MPK YEMY 3arOCTEHN Ha PaaHOM MECTy VHdopmaTiap MOXKe YKUHYTI
MPMCTYN MHTEPHETY Y CRydajy AoKasaHe 3roynotpebe UCTor.

KopucHuuy VKT ciuctema Koy KoprcTe MHTEPHET Mopaly Aa ce Npuapxasajy Mepa 3alUTute of Bupyca 1 ynaga ca
nHTepHeta y VKT cuctem, a CBaku padyHap Y1jn ce 3anocrieHn-KOpUCHUK Mpukibydyje Ha VHTepHeT mopa Gutw
oarosapajyhe nogeLueH v 3aLmheH, Npu YeMy NoAeLLaBaH-e BPLLM 3aMOCIIEHN Ha pagHOM MecTy VHdopmaTiiap

Mpnkom kopuwhera MHTEpHeTa Tpeba m3berasat cymwmee WEB ctpaHuue, ¢ 063vpom ga 1O Moxe
MPOy3poKOBaTH NPOBNEME - HEMPUMETHO MHCTaNMPaH-E LLINKJYHCKUX MPOrpamMa W CIMYHO.

Y cnyvaly Aa KOpUCHWK NpUMETW HeoBMYHO MoHalLare padyHapa, 3anaxare Tpeba Ge3 oanarakba fa npujasu
3anocneHom Ha pagHoM MecTy VHdopmatudap.

CTporo je 3abpatbeHo meaare unmMosa 1 Urpakbe Urprla Ha padyHapuma i "kpetaperse” WEB cTpatmiama koje
CaOpKe HedornyaH cagpxaj, kao 1 CaMOBOIBHO MPey3iMak-e UCTUX Ca MHTEPHETA.

HenossorbeHa ynotpeba nHTepHeTa obyxeara:

1) WHCTanupare, gucTpubyuujy, ornalasare, NPEHOC WK Ha APYT HAYWMH Ynkere OOCTYMHAM
,MpaTckux® unu Opyrx cogoTBEpPCKUX MpOM3BOA4A KOjU HWUCY NUUEHUMpaHW Ha ogrosapajyhu
HauuH;

2) HapyliaBare CUTypHOCTM MpEeXe WnM Ha ApYyri HayuH OoHemoryhasarbe MOCMNOBHE WHTEpHeT
KOMYHVKaLuje;

3) HaMepHO LMpete OECTPYKTUBHUX U ONCTPYKTUBHUX MpOrpama Ha UHTEPHETY (MHTEPHET BUPYCH,
WHTEPHET TPOjaHCKM KOHM, UHTEPHET LIPBM W Apyre BPCTE Manuumo3Hnx codTeepa);

4) Hepo3BOMbEHO KopULWhere APYLUTBEHUX MpEXa U APYTUX MHTEPHET caapkaja Koje je OrpaHnYeHo;

5) npeysumate (download) nogataka Benuke “TexuHe” koje NPoy3poKyje “3aryLuerse” Ha MpPEXMy;

6) npeysumare (download) matepujana 3awTUheHnx ayTopckum NpaBuma;

7) kopuLhere NMHKOBA KOjW HUCY Y BE3W Ca MOCoM (rneaarse unmosa, ayamo 1 BUGEeoCTpeaMuHr
ncen.);

8) Heno3BOrbEHM MPUCTYN cagpxajy, NpOMeHa cagpxaja, bpucarwe Unu npepaga cagpkaja npeko
WHTepHeTa.

KopucHnumma Koju HeafiekBaTHUM KOpUWheweM WHTEPHETA Y3POKYjy 3aryliewe, npekug y pagy wnu
HapyLuaBajy 6e3begHOCT Mpexe MOoXe ce 04y3eTu NpaBo npucTyna
16. 3awmuma od 2ybumka nodamaka
UnaH 21.

Base nogaraka obasesHo ce apxviBupajy Ha npeHocee meavie (CDROM, DVD, USB, exctepHu xapa Auck),
HajMak-€ jeAHOM IHEBHO, HEErbHO, MECEYHO M rofuLLbe, 3a noTpebe obHose Base nogataka.

Ocranu thajriou - LOKYMEHTM Ce apXvBUpajy HajMakse jeOHOM HEErbHO, MECEYHO U FOULLIFLE.
[IHeBHO Konvparbe-apxvBMpak-e BPLLM Ce 3a CBaKV padHm aH Yy ceamuup, of 20 YacoBa CBaKOr PaHor AaHa.

HenercHo Konmparbe-apxviBMpase BpLUW Ce MocrieaHer pagHor faHa Yy Hederbi, of 20 Yacosa, Y OHOMMKO
HenerbHIX Npumepaka Kommko UMa NOCeaHUX PanHX faHa y MeceLly.
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MeceyHo Komvparbe-apX1BMpak-e BPLLM Ce MOCTIEHEr PAOHON faHa Y MECELly, 3a CBakv Mecel| nocebHo, of 20
YacoBa.

[oaVLLH€ KoM pakbe-apXVIBIpare BPLLM Ce MOCTEHEr PAAHOT AaHa Y FoauHN.

CBak/ npumepak rooulle Komuje-apxvee vyBa Ce Yy poKy Koy je AedmHUCaH YNyTCTBOM O KaHLEenapujckom
rocrioBatby opraHa apxasHe ynpase (,Cn. MmacHuk PCY, 6p 10/93, 14/93-ucnp. n 67/2016).

CBaku npyMepak MPEeHOCHOr MHGhOPMATUYKOT Meauja ca Konujama-apxveama, Mopa butn o3HaueH 6pojem, BpCToM
(OHeBHa, HeperbHa, MeceyHa, rouLLHLa), AAaTyMOM M3paae Korvje-apxvee, Kao 1 UIMEHOM 3amOCTIEHOr-KOPUCHIKA KOju
j& V3BPLLIMO Korvparbe-apXvBIpaH-e.

[HeBHe, HeperbHe M MeceyHe Konmje-apxuee ce YyBaly Y NPOCTOpUjM Koja je dmandk 1y Cknagy ca Mepama
3awmuTe o noxapa obesbefeHa.

lcnpaBHocT Konuja-apxvBa MpoBepaBa Ce HajMakse Ha LUECT MECELM M TO Tako LITO ce 13BpLum nospahaj 6asa
rogaraka koje ce Hanase Ha Meaujy, Mpy Yemy BpaheHm noaaum HakoH nospahaja Tpeba aa Gyay ucnpasHy 1 CIpEMHN
3a ynotpedy.

17. Yysar-e nodamaka o dozaljajuma koju Mocy 6umu 00 3Ha4aja 3a 6e36edHocm UKT cucmema

UnaH 22.

O aKTMBHOCTUMA aMUHUCTPATOPA U 3aMOCTIEHNX-KOPUCHUKA BOLE Ce AHEBHMLIM akTUBHOCTU (activitylog, history,
securitylog, transactionlog 1 p).

CBaKor nocrearer paaHor AaHa y Hegerbu JaroTeke Y KojMa Ce Harasw HEBHUK akTUBHOCTY CE apxMBMpajy Mo
npoLeaypy 3a u3pagy konuja-apxuea octanux nogataka y VKT cuctemy, y cknagy ca un. 20 0BOr npaBusHIKa.
18. O6e36ehusar-e uHMe2pumema coghmeepa U onepamusHuUX cucmema
UnaH 23.

Y VKT cuctemy moxe fa ce nHeTanmpa camo codhTBep 3a Koy MocToju Baxeha nuueHLa Y BNacHWLLTBY ONLLTUHE
MnanauwTe, ooHocHo Freeware 1 Opensource Bepavje.

WHcTanauvjy v nogellasakse coTBEpa MOXe [a BpLM CaMmO 3arnocrieHn pacropefjeH Ha papHOM MeCTy
VHdbopmaTiyap, OBHOCHO 3an0CIEH-KOPUCHUK KOV IMa OBnaLLneHe 3a TO.

WHcTanauujy v nodeluasare codptBepa MoxXe Aa W3Bplum 1 Tpehe nuue, y cknagy ca YroBopom o Habasuy,
QOHOCHO OfpKaBatby CodhTBEpA.

Mpe ceake WHCTanauMje HOBe Bepauje COPTBEPa, OOHOCHO MOMeELlaBaksa, HEOMXOOHO je HanpaBuTK KOmujy
noctojeher, kako 61 ce 06e36eavna MoryhHOCT noBpaTka Ha NPETXOAHO CTak€ Y CriyMajy HeOYeKMBaHIX CuTyaLmja.
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19. 3awmuma 00 3noynompebe mexHuykux 6e36edHocHux cnabocmu UKT cucmema
UnaH 24.
3anocrneHn Ha pagHOM MECTY HajMarbe jedHOM MecedHo a no notpebu v vellhe BpLM aHanMay OHEBHUKA
akTueHocTM (activitylog, history, securitylog, transactionlog v ap ) y uwby uoeHTUmKaLyje noTeHUmjanHnX crnaboctu
VKT cuctema.
YkonuKko ce ugeHTdmkyjy cnaboctu koje mory aa yrpose 6e3beaHoct UKT cucrema,

3arnocreHm Ha pagHoM MecTy VHcopmatiiap je oyaH Aa oaMmax M3BpLLKM MofelLaBakba, OBHOCHO MHCTarmpa
codptBep Kojut he OTKIOHUTM yoseHe criabocTy.

20. Obesbefuearbe da akmueHocmu Ha pesusuju MKT cucmema umajy wmo Maru ymuyaj Ha

¢hyHKYUOHUCaH-€e cucmema
UnaH 25.

Pesnanja WKT cicrema ce mopa BpLUMTW Tako [a MMa LLTO Makbi YTULG] Ha  MOCTOBHE MPOLiece KOpUCHMKa-
3anocneHmx. YKomvko To Huje moryhe y pagHo Bpeme, OHOa Ce BPLUW HaKOH 3aBPLUETKA PaaHOT BPEMEHA KOPUCHIKA-
3anoCneHmx, Ywji 61 NOCNIOBHW NPOLIEC 61O OMETaH, Y3 MPETXOAHY CarnacHOCT HauemnHuka Ynpase.

21. 3awmuma nodamaka y KOMyHUKayUOHUM Mpexama ykrbydyjyhu ypefjaje u eodose

UnaH 26.

KomyHviKaLwoHn kabrnosu 1 kabnosu 3a Hanajakse Mopajy G1TK NOCTaBIbEHW Y 1Ay WiV KaHanuLamMa, Tako Aa ce
OHeMoryhn HeoBnaLLheH NPUCTy, OAHOCHO fa ce M3BPLLM 13onaLmja og Moryher owTehetsa.

MpexHa onpema (switch, router, firewall) ce Mopa HanasuTh y 3akby4aHoM rack opmaHy.

3anocrexu Ha pagHOM MeCTy VHdopmaTtiiap je AyxaH Aa CTarHo BPLUW KOHTPOIHW Npernes MpexHe onpeme u
BnaroBpemeHo Npey3nMa Mepe Y by OTKMakbakba eBEHTYaIHNX HENPaBIMHOCTY,

BexuuyHa Mpexa Kojy Mory [a KopucTte nocetvoum objekara y HagnexHocT Ynpase, Mopa 61T oaBojeHa of
VHTEPHE MPEXE KOjy KOPICTE KOPMCHIL 3anocrieH y Ynpasu 1 Kpo3 Kojy Ce BpLUM pa3MeHa CriyOeHux noaaraka.

Ta mpexa Tpeba aa byae osHaueHa (CCUL) no mogeny guest.
22. besbedHocm nodamaka Koju ce npeHoce yHymap onepamopa UKT cucmema, kao u usmelly
onepamopa UKT cucmema u nuya eaH onepamopa UKT cucmema
UnaH 27.

OnwmHa MnaHoywwTe He BPLUW pa3MeHy ModaTaka Koy Cy O3Ha4YeHM HEKOM Of O3HaKa TajHOCTW ca apyrM
opraHiMa v opraHusaLyjama.



Cmp -406- CAY>KBEHH AHCT OIIIITHHE ITAAH/TUIIITE Bpoj: 14 19.04.2017.

23. Mumarsa uHghopmaluoHe 6e36e0HOCMU y OKeUPY ynpae/batkba C8UM (hazama XXUBOMHOR YUKIyca
MKT cucmema odHocHO deosa cucmema

UnaH 28.

HaumnH mHCTanuparsa HoBYX, 3aMeHa 1 oapxaBarke noctojehnx pecypca VKT cucrema og ctpaHe Tpehux mvua
Koja HCy 3anocrieHa y Ynpasu, Buhe aedmH1caH yroBopom Ko hie GuTv CKIONrbeH ca TUM fiuuyma.

3anocrnenu pacriopehieH Ha pagHoM MecTy WHcbopmaTviap je 3aayeH 3a TEXHWHKA HaZ30p Haj peanmaauyjom
yroBopeHux obaBesa of CTpaHe Tpehux mua.

O ycnocraerbarsy Hosor VKT cictema, ogHOCHO yBOherby HOBYX AenoBa i uaMeHama noctojehux genosa WKT
cucTema 3arnocreHn pacropefeH Ha pagHoM MecTy MHdhopmaTtiiiap Boay LOKyMeHTaLujy.

[lokymeHTaLmja M3 NpeTXoOHOr CTaBa Mopa [a Caapu onuce CBMX npoueaypa, a nocebHo npoueaypa Koje ce
ofHoce Ha 6e3beaHocT UKT cuctema.

24, 3awmuma nodamaka Koju ce kopucme 3a nompebe mecmupara UKT cucmema 0OHOCHO Oerloga
cucmema

UYnaH 29.

MpunmkoM TecTparba CUCTEMa, NoJaLM KOju Cy O3HAYEHW O3HAKOM TajHOCTW, OOHOCHO CryOEHOCTU Kao
MOBEPSbUBM MOZALM, UV CY JIMYHI NodaLy 3anocrneru pacnopeheH Ha pagHoM MecTy ViHdopmaTtiyap, ogrosapa 3a
rogarke y Ckrnagy ca nponucyMa KojuMa je aedomHucana ynorpeba 1 3alUTuTa Takee BpCTe nogaraka.

25. 3awmuma cpedcmaea onepamopa UKT cucmema Koja cy docmynHa npyxaoyuma ycryea
UnaH 30.

Tpeha nuua-npyaouy ycnyra uspage v oapxasara copreepa Mory MPUCTYNUTIA CamMo OHUM MogaLmma Koju ce
Hanase y Gasama nogataka Koje cy Ae0 codhTBepa Koy Cy OHU WM3pagunu, OOHOCHO 3@ KOje MOCTOM YTOBOPOM
LedMHNCaH NpUcTyn.

3anocrexu Ha pagHoM MecTy MHdopMatuiap je oaroBopaH 3a KOHTPOMy MpUCTyNa U Haaaop Hap, U3BPLUEH-EM
yroBopeHux 0baBesa, kao W 3a NOLLITOBak-E 0fpendv OBOr NpaBUITHUKA KojuMa Cy TakBe aKTMBHOCTW AeMHUCAHE.

26. Odpxasarbe y2080pEHO2 HUBOA UHGhbopMayuoHe 6e36e0HOCMU U NpyXeHux ycryea y cknady ca
ycrosuMa Koju cy y2080peHU ca NPYKaouem ycryea

UYnaH 31.

3anocneHu Ha pagHOM MecTy VHdopmaTuiap je 0aroBopaH 3a Haz3op Haf MOLLTOBaH-EM YrOBOPEHIX obaBesa of
CTpaHe Tpehux NuLa-Npyaoua ycryra, nocebHo y obracTy noLLToBaksa oapeadi kojuma je aedmHrcaHa 6e36egHoCT
pecypca VKT cuctema.
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Y cryyajy HeroLuToBakba YroBopeHx obasesa 3anocrieHn Ha pagHoM MecTy WHdopmatuiap je ayxaH fa oamax
06aBECTV HauemNHVKa, Kako 61 OH MOrao Aa Npedy3me Mepe Y Lrby OTKTakbakba HeMpaBUTHOCTM.

27. lMpeseHyuja u peacosarbe Ha 6e36e0HOCHe UHLYUOdeHme, WMo nodpasymesa adeksamHy pasmeHy
uHghopmayuja o 6e36edHocHUM cnabocmuma UKT cucmema, uHyuGeHMuUMa U npemHama

UnaH 32.

Y cnyyajy 61no KakBor MHLMAEHTA Ko MOxe a yrpoav 6e36eaHocT pecypca VKT cuctema, 3anocrieHm-KopueHUK
je fyxaH fa opMax 06aBeCTi 3anocrieHor Ha pagHoM MecTy ViHdopmaTiyap.

Mo npujemy npujase 3anocrieHn Ha pagHoM mecty VHdopmatiyap je dyxaH fa ogMax obaBecTyt HaderHuka
Ynpage v npezy3sme Mepe Y uurby salumute pecypea VKT cucrema.

YKOrmKo Ce paay O MHUMAEHTY Koy je AedmHucaH Y ckriady ca Ypeabom O nocTynky AOCTaBfbakba nofdaraka,
NMCTW, BpCTama W 3Hadvaly WMHUMOEHaTa M nocTynky obaBeluTaBarba O WHUMAEHTUMA Y  MHE(OPMaLMOHO-
KOMyHUKaLWOHUM cucTeEMMa o nocebHor 3Havaja, ,Cn. Mmackuk PCY, 6p, 94/2016), 3anocreqn Ha pagHoM MeCTy
VHdbopmaTvyap je AyxaH Aa nopes HavenHrka 06aBeCT U HANEXHM OpraH AeduHICaH 0BOM ypenbom.

3anocrien Ha pagHoM MecTy MHdopmatiyap Bogy eBueHUMy O CBAM MHUMOEHTMA, Kao W MpujaBama
WHUMOEHaTa, Y CKknagy ca ypeabom, Ha OCHOBY Koje, MPOTWB OATOBOPHON NWLA, MOTy Aa Ce BOAE AUCLMMIMHCKA,
MPEKPLLAJHA UM KPUBUYHIA NOCTYTILA.

28. Mepe koje 06e36ehyjy koHmuHyumem obaesbatba Nocna y 8aHPeGHUM OKOTHOCMUMa
UnaH 33.

Y cnyvajy BaHpenHWX OKOMHOCTM, Koje MOry Aa fdosemy A0 wamelmawa WKT cuctema w3 3rpage Ynpase,
3anocrieHn Ha pagHoM Mecty WHdopMatudap, je OyxaHa ga y Hajkpahem poky npeHece gernose WKT cuctema
HeomnxoaHe 3a (PyHKLMOHMCarE Y BaHPEOHO] CUTyaLMjM Ha Pe3epBHY FoKaLmjy, Y CKrady ca nriaHoM pearosakba Y
BaHPEOHMM 1 KPU3HWAM CUTYaLmjama.

Creuvmdwmkaupjy penoa VKT cuctema Ko Cy HEOMXQOHM 3a (PYHKLMOHMCAH-E Y BaHpEeOHUM cuTyalmjama
n3pahyje 3anocrnexn Ha pagHoM MecTy MHdhopmaTtiap v 10 y Tpu NpUMepKa, Of KOjUX Ce jefiaH Harasu Kog werale,
[Py KOp, 3arn0CreHOr HaAeXHor 3a nocriose ofbpaHe v BaHpeoHe cuTyaumie a Tpehu Npumepak Kop HauernHuka
Ynpage.

Jenose VKT cictema Koju HUCY HeOnXOaHM 3a OYHKLMOHUCAH:E Y BaHPEOHUM CUTYaLmMjaMa, CKaauLLTe ce Ha
PE3epBHY NokaLujy, Kojy oopeamn HauenHuk Ynpase. Cknaoviurerse aenosa VKT cuctema Koju HUCy HeonxoaHm, ce
BPLLM TaKo a onpema byae 6e3beaHa 1 obenexeHa, y cknay ca eBUAEHLMOM Koja Ce O H0j BOOW.

lll.  WU3amena MpaBunHuka o 6e36egHOCTM
UnaH 34.
Y cryyajy HacTaHka MpoMeHa Koje MOry HacTynuTW yerer, TEeXHWUHYKO-TEXHOMOLLIKUX, KafpOBCKUX, OpraHu3aLMOHIX
npomeHa y VKT cuctemy u porafaja Ha rmobanHom M HALWMOHATHOM HIMBOY KO MOTY HapyLUMTW UHCOPMALWOHY

Be3benHoCT, 3anocneHn Ha pagHoM MecTy VHdopmaTiiap je ayaH fa obaBecTv HadenHuka Ynpase, kako 6 oH
MOrao Aa MPVCTYMM 13MeEHU OBOr NPaBUMHUKA, Y Lyrby YHanpehere Mepa 3alutiTe, HauiHa W npoLieaypa nocTu3akba
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1 oppxaBakba afexksaTHor HBoa besbenHoctn UKT cuctema, Kao v npencnuTuBatse oBfallhera 1 OQroBOPHOCTY Y
Beau ca 6e3benHoLuhy n pecypcuma UKT cuctema.

Iv.

Mposepa UKT cuctema

UYnaH 35.

Mposepy UKT cuctema BpLum Oferberse 3a OnLUTY Yripasy, TbyCKe PECYPCe 1 3ajefHu4Ke MOCTIoBe.

O u3BpLLEHO] MPOBEPU Ca4mMHbaBa CE W3BELLITA), KOjW Ce I0CTaBMba HauerHuKy Yrpase.

V.

Cappxaj ussewraja o npoepu UKT cuctema

UnaH 36.

WsBeLLraj o nposepu VIKT cuctema cappxim:

~N O O B WON —
—_——= =
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~

9)

HaavB onepatopa VKT cuctema koju ce nposepasa;

BpEMe NpOBEPE;

rogaLy 0 nuuMMa Koja Cy BpLUIMa NpoBepy;

W3BELLTaj O CIPOBELEHNM pajH-ama NpoBepe;

3aKrbyuKe o nuTarsy yeknaheHocTu Mpasunuka o 6esdbeaHocTv UKT cuctema ca nponvcaHnm yCrioBuma;
3aKrbyuKe Mo MUTakby 3aeKBaTHe MpUMeHe NpearheHrX Mepa 3aLLTuTe y onepaTuBHOM pagy,

3aKTbyyKe MO MuTary €BeHTyanHnX 6e30edHOCHMX CnabocTM Ha HUBOY TEXHWYKMX KApaKTEpUCTUKA
komroHeHTn VIKT cuctema;

OLieHa YKyMHOr H1BOa MHAhopMaLmoHe be3begHocTy;

MPELIOr EBEHTYaNTHIX KOPEKTVBHIX MEPa;

10) noTnmc ogroBopHor SnLa Koje je criposeno nposepy VKT cuctema.

VL.

MpenasHe u 3aBpLIHe oapenbe

UnaH 37.

Osaj NpaBuIHIK CTyna Ha cHary faHom objasremearba y ,CriykbeHom nucTy onwmHe MnaHauwre’,

Penybnuka Cpbuja

AyToHomHa [NokpajuHa BojsoayHa
OnwmHa Mnananwre
OMLUTUHCKA YNPABA

Bpoj: 110-20/2017-V

[Hana: 13.04.2017.

MNnaHouwTe

HAYEJTHULA ONLUTUHCKE YMNPABE
AnexcaHapa Ogasuh Mak, avnn.npasHIK C.p.



